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This paper proposed a discrete cosine transform least significant
Bit-2 steganography encryption method for embedding the secret
data in the cover image. The method overcomes physical signs of
pixel modifications while achieving a high data payload. This
technique enables data to be hidden in a cover image, while the
image recognition artificial neural network checks the presence
of any visible alterations on the stego-image. The traditional least
significant bit (LSB) and the proposed discrete cosine transform
least significant bit-2 (DCT LSB-2) methods were tested for
embedding efficiency. The stego-images obtained from the
embedding process using the traditional LSB and the proposed
DCT LSB-2 encoding algorithms were analyzed using a neural
network. Results obtained from the proposed DCT LSB-2 method
achieved high data payload and simultaneously minimized visible
alterations, and maintained the efficiency of the neural network
compared with the traditional LSB. The proposed method has
shown an improved stego-system compared to traditional LSB
techniques.
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1. INTRODUCTION
The strategy of steganography has been widely studied to covertly transmit data between people. Nowadays,
the internet, online shopping, online reservations, and online payments, etc., are the main source of
information exchange. With this advancement, there is a need to protect information to evade detection from
unauthorized interceptors. Steganography becomes more significant as more people join the cyberspace
revolution. Due to the developments in information communication technology (ICT), most of the
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information is saved electronically. Thus, the security of information has become an important issue. Besides
cryptography, steganography can be used to hide and protect information (Singh et al., 2018).
Studies have in the past implemented image steganography in a traditional way, whereby the secret
information hidden in the cover media was purposefully embedded with a focus such that the human visual
system would not detect that there is information hidden in the cover image (Gayathri et al., 2017). The
focus of this paper is that there is an existing image recognition artificial neural network system that is
already in place. However, there is a need to implement the image steganography technique such that it
does not break the existing artificial neural network (avoid the image recognition ANN from misclassifying
stego images).
The discrete transform method inserts the secret data in the cover image by altering the coefficient in a
transform domain. This transform domain can be a discrete Fourier transform (DFT) or a discrete wavelet
transform (DWT). The transform techniques are more complex to implement, and they apply alterations of
the discrete cosine transform (DCT) (Patel et al., 2014; Nath et al., 2017). The DCT is the commonly used
transform technique. The cover image is converted from the spatial to the frequency domain. The higherorder DCT coefficients correspond to fine features and low-order DCT coefficients correspond to a large
feature of pixels. High-order coefficients are used for implanting the secret data. The inserting process is
achieved by solely altering the DCT coefficients (Pannu, 2015). DCT technique allows the effects of
spreading the location of the pixels over the entire image. Hence, the method is limited for small-scale secret
data and the secret information is more secured against hackers and unauthorized detection (Krishna et al.,
2018). The DCT is used by joint photographic experts group (JPEG) compression algorithms and it
transforms consecutive 8x8 pixel blocks of the cover image into 64 DCT coefficients each.
In Nkuna et al. (2020), the author integrated a smartphone network architecture and data security techniques
to mitigate sharp practices in non-profit organizations (NPOs). The author explored how image
steganography models can be implemented in a mobile smartphone to come up with an app that can be used
to counteract the mismanagement of resources in non-profit organizations. The author proposed a variable
size least significant bit algorithm to embed a time and date stamp on an image captured whenever there are
events in the NPO. However, the amount of data that can be successfully hidden in the image without
showing any visible properties of image manipulation was not investigated. This compromised the
robustness of the system since Steganalysis can be detected on the resulting images with hidden information.
This setback will however be taken into consideration in this current work. A similar technique was used in
Esenogho et al. (2017a,b) using an artificial neural network technique for improving the prediction of credit
card default employing a stacked sparse autoencoder approach for classification.
The key contribution of this paper is to propose a new steganography encoding technique (referred to as the
DCT LSB-2 method) that is used in conjunction with an image recognition artificial neural network to
achieve an improved data payload in a steganography system. The proposed method is compared to an
existing LSB technique (Mathivanan et al., 2020).

2. METHODOLOGY
2.1. Proposed Encoding Scheme
The encoding scheme proposed for this study is illustrated in Figure 1. The algorithm uses a red green blue
(RGB) cover image and a set of secret data bits of variable size depending on the size of the data that needs
to be embedded. Both the cover image and secret data bits are fed into a DCT algorithm which maps the
cover image’s color gradient coefficient to a highly suitable coefficient of the secret data bits to ensure that
there are no mismatches that may cause visible pixel alterations. Furthermore, the bits of the secret data are
embedded (two at a time) on the bits of the cover image through the use of an LSB-2 substitution algorithm.
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Then finally, the algorithm outputs a stego-image that consists of the embedded secret data bits and saves it
as an RGB stego-image.

Figure 1: Proposed encoding scheme

2.2. Proposed Artificial Neural Network Architecture
Figure 2 presents the model of the proposed artificial neural network. The model was trained using 1000
images of different Coke cans. The model used 75% of the images (750 images) for training and 25% (250
images) for testing and validation. The blocks indicate the different processes for the model training and
evaluation. The data image paths were fed into the neural network algorithm where the images were resized
and flattened to ensure that they are all in the same dimension size. The images were further partitioned into
75% training and 25% validation. As indicated from Figure 2, the model was trained and evaluated
(validated) using the stated partition weights, and the model was finally saved for testing prediction
confidence in the stego-images that resulted from the traditional LSB and the proposed DCT LSB-2
techniques.

Figure 2: Proposed ANN model (Ebiaredoh-Mienye et al., 2021)

2.3. System Model
This proposed model takes as input the cover image and secret data. Then it feeds the input to the stegosystem encoder implemented in JavaScript. The proposed DCT LSB-2 and traditional LSB encoding
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algorithms were implemented (one at a time) to encode the secret data into the cover image and saves the
resulting stego-image. An image recognition artificial neural network was used to classify the stego-image.

Figure 3: Functional model

The neural network was trained to recognize the nature of the stego-image before any secret data is embedded
into the cover image and it classifies the image with certain prediction confidence in percentage. The stegoimage was fed through a stego-system decoder and the DCT LSB-2 and LSB decoding algorithms were
individually implemented to recover the hidden secret data. MATLAB was used to do the image processing
functions and determines the performance parameters [Peak signal-to-noise ratio (PSNR), percentage of
bytes changed (PBC), signal-to-noise ratio (SNR), and the mean square error (MSE)] of the stego-image.
The size of the secret data is then increased slightly, while the same cover image is used to encode the secret
data, and the previously explained steps are repeated until the neural network fails to recognize the resulting
stego-image, then breaks. The size of the secret data embedded at the instant where the neural network breaks
(misclassifies the stego-image) is the maximum secret data payload that can be hidden. The generic
schematic diagram of the high-end design is shown in Figure 3.
2.4. Evaluation of the Proposed Method
The performance of the proposed method was evaluated by using the image parameters listed below and
compared to the existing LSB technique. All the mathematical operations were implemented in MATLAB
(Suresh et al., 2018).
2.4.1. Mean square error (MSE)
The MSE characterizes the collective squared error between the stego image and the original cover image
and was calculated using Equation 1.

∑ [ I ( p, q ) − I
1

MSE =

2

( p, q )]2

P ,Q

P *Q

Where I1 and I2 represent the cover image and the stego-image respectively. P and Q are the numbers of
rows and columns of the cover and stego images respectively.
2.4.2. Peak-signal-to-noise ratio (PSNR)
The PSNR denotes a quantity of the highest error and was calculated using Equation 2.

(1)
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 R2 
PSNR = 10 log10 

 MSE 

(2)

Where R=255.
2.4.3. Percentage bytes changed (PBC)
The PBC was used to size the quality of the stego-image and was calculated using Equation 3.

 Number of BytesChanged 
PBC = 
 ×100
 Total number of Bytes 

(3)

3. RESULTS AND DISCUSSION
3.1. PBC vs. NN Prediction Confidence Analysis for Existing LSB and Proposed DCT LSB-2 Methods
As observed from Figure 4, the LSB technique resulted in a decreased neural network efficiency for values
of the percentage of bytes changed (PBC) greater than 35%, while the proposed DCT LSB-2 method
constantly maintained the efficiency of the neural network throughout all the regions of the PBC. This means
that as more than 35% of the image pixels are altered with the secret data, the LSB technique starts to
decrease the neural network efficiency. Hence, it can be stated from Figure 4 that the proposed DCT LSB-2
method achieves the objective of maximizing the neural network efficiency and results in improved
performance.

Figure 4: Performance comparison of LSB and the proposed DCT-2 techniques

3.2. Analysis of PBC vs. PSNR for LSB and Proposed DCT LSB-2 Methods
From Figure 5, it is clear that the proposed DCT LSB-2 method achieved a constant PSNR behavior (of
greater than 40dB) throughout all the values of the PBC shown. This is in line with theory, which states that
to achieve a stable steganography system, the values of the PSNR should be greater than 30dB to minimize
visible pixel modification properties and thus achieves a robust system (Mathivanan et al., 2020). Hence the
proposed method achieves improved performance.
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Figure 5: LSB vs. Proposed DCT LSB-2

4. CONCLUSION
This paper proposed an improved steganography encoding scheme that utilizes an existing image recognition
ANN for validation. The proposed DCT LSB-2 method has resulted in improved performance compared to
the LSB method. Furthermore, the proposed scheme achieves an improved data payload for the
steganography system compared to other methods tested in previous studies.
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